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Abstract

This PW contains 3 sections :
e Discovering Wireshark ;
e UDP session analysis ;

e TCP session analysis.

Along this document, we are going to use IPv4 address format to identify hosts. IPv4 address
(ie IP address) is a string made with 4 numbers delimited by 3 dots, like 1.2.5.4.

At this stage, you don’t need to know anything else about IP addresses.

Be careful !
Installing or using a packet capture application may violate an organization’s security policy,

which may result in serious legal and financial consequences. It is therefore recommended to

obtain the required authorizations before using it.
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Installing or using a packet capture application may violate an organization’s security policy, which may
result in serious legal and financial consequences. It is therefore recommended to obtain the required
authorizations before using it.
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1 Discovering Wireshark

Official website : http://www.wireshark.org/

1.1 Global approach

To help you, you can read Wireshark documentation.

1.1.1 Question : What is Wireshark ?

1.1.2 Question : What are Wireshark main features ?
1.1.3 Question : What Wireshark is not ?
1.2 Starting Wireshark

1.2.1 To do : Run your first capture

On Debian GNU linux, search in Application/Internet/Wireshark menu.
Wireshark opens.

Left-click on the menu,

Left-click on the blue shark fin at the left of the toolbar. Wait a few seconds. Left-click on the red

square.

This is an example of the main window, accessible after a capture has ran :

M to-netfli-problems-2011-07-06.pcap - m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tocls  Help
4Am7@ 1 Re=2ET = /aqQan
L] | Apply a display filter ... <Ctrl-/> = '} Expression +
No. Time Source Destination Protocol Length Info
343 6£5.142415 192.168.0.21 174.129.249.228 TCP 66 48555 + 88 [ACK] Seq=1 Ack=1 Win=5883 Len=8 TSval=491519346 TSecr=551811827
344 6£5.142715 192.168.8.21 174.129.249.228 HTTP 253 GET /clients/netflix/flash/application.swf?flash_wversion=flash_lite 2.18v=1.5&nn
345 65.230738 174.129.249,228 192.168.8.21 TCP 66 88 = 48555 [ACK] Seq=1 Ack=138 Win=6364 Len=8 T5val=551811358 TSecr=491519347
346 £5.248742 174.129.249.228 192.168.0.21 HTTP 828 HTTP/1.1 382 Moved Temporarily =1
347 65.241592 192.168.8.21 174.129.249.228 TCP 66 48555 + 808 [ACK] Seq=183 Ack=763 Win=7424 Len=8 TSval=491519445 TSecr=551811852
—+ 348 £5.242532 192.168.8.21 192.168.8.1 DNS 77 Standard query 8x2188 A cdn-8.nflximg.com |
l+— 349 £5.27637@ 192.168.8.1 192.168.8.21 DNS 489 Standard query response @x2188 A cdn-@.nflximg.com CNAME images.netflix.com.edge_|
358 £5.277992 192.168.0.21 ©£3.80.242.48 TCP 74 37863 = 80 [SYN] Seq=@ Win=5848 Len=@ MSS5=1468 SACK_PERM=1 TSval=491519482 TSecr—|
351 65.297757 63.8@8.242.43 192.168.8.21 TCP 74 89 » 37863 [SYN, ACK] Seq=8 Ack=1 Win=5792 Len=8 MS5=1468 SACK PERM=1 TSval=329%—)
352 65.298396 192.168.8.21 63.80.242.48 TCP 66 37863 =+ 88 [ACK] Seq=1 Ack=1 Win=5888 Len=8 TSval=491519582 TSecr=3295534130
353 65.298687 192.168.8.21 63.80.242.48 HTTP 153 GET fus/nrd/clients/flash/81454@.bun HTTP/1.1
354 £5.318730 63.80.242.48 192.168.0.21 TCP 66 80 = 370863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3295534151 TSecr=491519583
355 £5.321733 63.88.242.48 192.168.8.21 TcP 1514 [TCP segment of a reassembled PDU] =
< >
A

Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
Ethernet II, Src: Globalsc_@@:3b:@a (fe@:ad:4e:e@:3b:@a), Dst: Vizio 14:8a:el (8@:19:9d:14:8a:el)
Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.168.8.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34836)
v Domain Name System (response)

Reque In: 348

[Time: @.234338@88 seconds]

Transaction ID: Bx2188

Flags: @x818@ Standard query response, No error

Questions: 1

Answer RRs: 4

Authority RRs: 9

Additional RRs: 9
v Queries

cdn-@.nflximg.com: type A, class IN
Answers

Authoritative nameservers

2020 B8 15 B8 35 B4 T4 @1 c7 83 f 81 80 00 el
e @@ B4 DB 89 D@ B9 85 63 64 Ge 2d 3@ 87 Ge 66 6
78 69 6d 67 B3 63 6f 6d ©0 e @1 0@ Ol cO oc 08
@5 80 @1 88 9@ 05 20 0@ 22 86 69 6d 61 67 65 73
87 Ge 65 74 66 6c 60 78 83 63 6f 6d 89 65 64 67
65 73 75 69 74 65 83 Ge 65 74 @8 c@ 2f 0@ 05 08

.netflix .com.edg
esuite.n et../...

0 ?  Identification of transaction {dns.id), 2 bytes

Packets: 10299 - Displayed: 10299 (100.0%) - Load time: 0:0.182

Profile: Default
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1.2.2

1.2.3

1.2.4
1.2.5

1.2.6

Questions : What do the colored lines in the upper part of the main window
represent 7

Question : If you left-click one of these lines, what is the content of the centered
part of the main window 7

Question : What are the information in the lower part of the main window ?

Question : What are this 4 buttons used for ?

To do : Start an advanced capture

Left-click on the fourth toolbar’s button. Using this dialog box, you can tell Wireshark what you want
exactly to capture.

ireshark . Capture Options
M Wireshark . Capture Opti *

Input Qutput Options

Interface Traffic Link-layer Header Promi: Snaplen | Buffer (v Monitr Capture Filter
Ethernet1 Ethernet default 2 —
~ Ethernet0 AN AN Ethernet default 2 —
: 2 1 1dbifb8bidec?, 192,168.205.124
Ethernet default 2 —
@ Cisco remote capture JE— Remote capture dependent DLT — — — —
@ ETW reader R DLT_ETW — — — —
® Random packet generator Generator dependent DLT — — — —
@ SSH remote capture JE— Remote capture dependent DLT — — — —
@ UDP Listener remote capture Exported PDUs — — — —
Enable promiscuous mode on all interfaces Manage Interfaces
Capture filter for selected interfaces: | |Eme|' a capture filter - ] Compile BPFs

Close Help

First, you need to chose the network interface on which you are going to record data. Don’t choose
any interface if it exists. If your computer has more than one network card, the small traffic graph
tells which is carrying data.

In a second step, type a capture filter rule. The background of this field will remain red until you
enter a valid filter. As an example, use icmp as filter and click on start button.

Open a console from Application/System/Terminal. In the console input ping -c2 8.8.8.8 and
validate your command. Then stop the capture by clicking the red square on Wireshark window.

You should obtain something like bellow.

No. Time Source Destination Protocol Length Info
1 0.000000.. 192.168.100.101 98 Echo (ping) request
2 0.015111.. 8.8.8.8 192.168.100.101 ICMP 98 Echo (ping) reply
31.001404.. 192.168.100.101 8.8.8.8 IcMpP 98 Echo (ping) request
4 1.023368.. 8.8.8.8 192.168.100.101 ICMP 98 Echo (ping) reply

Look at the console the number packets transmitted and received by your host.
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1.2.7 Question : how many packets have been transmitted by your host 7

1.2.8 Question : how many packets have been received by your host ?

1.2.9 Question : What are the four lines you can see in the Wireshark capture ?
1.3 Filtering while capturing

In the previous section, we learned how to use Wireshark to capture network flows and how to decode
these flows. Now, we need to learn about how to write some advanced filters.

1.3.1 To do : Read reference information

Read carefully this reference information are at :
https://www.wireshark.org/docs/wsug _html chunked /ChCapCaptureFilterSection.html.

1.3.2 Question : how to capture packets from the 1.2.3.4 host ?
1.3.3 Question : how to capture packets to the 6.7.8.9 host 7
1.3.4 Question : how to capture packets from the 1.2.3.4 host and to the 6.7.8.9 host ?

1.3.5 Question : how to capture packets from the 1.2.3.4 host and to the 6.7.8.9 host
and returned as an answer ?

1.3.6 To do : look at port/service mapping

Open a console and input less /etc/services. Use the mouse whell to browse the file. Quit typing
q or close console window.

1.3.7 Question : what is the http service port number ?
1.3.8 Question : what is the ssh service port number ?
1.3.9 Question : how to capture packets relative to an http connection ?

1.3.10 Question : how to capture packets relative to an ssh connection between 1.2.3.4
and 6.7.8.9 7

2 Transport layers analysis

2.1 Understanding NetCat

Netcat is a simple Unix utility which reads and writes data across network connections, using TCP or
UDP protocol.

It is designed to be a reliable "back-end" tool that can be used directly or easily driven by other
programs and scripts. At the same time, it is a feature-rich network debugging and exploration tool,
since it can create almost any kind of connection you would need and it has several interesting built-in
capabilities.

NetCat, or "nc¢" as the actual program is named, should have been supplied long ago as another
one of those cryptic but standard Unix tools.

In the simplest usage, it works as a TCP client. It creates a TCP connection to the given port on
the given target host server. Your standard input is then sent to the server, and anything that comes
back through the connection is sent to your standard output.

This continues indefinitely, until the network connection shuts down, from server side, or by stopping
the client with CTRL~+C.

NetCat can act as a mono client TCP server to. Launched before any client, it waits for an incoming
connection. When a connection is established, it works exactly as in client mode, sending all inputs to
the network, and print all data received from.

To read more about NetCat, you have to use the man command.
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2.1.1 To do : Read the NetCat manual

Open a console window and input man nc or man netcat. Browse the content using the mouse wheel,
or arrows keys.
Read carefully the manual.

2.1.2 Question : What’s the command line to connect as a client to 1.2.3.4 host on port
80 in TCP mode ?

2.1.3 Question : What’s the command line to connect as a client to 1.2.3.4 host on port
53 in UDP mode ?

2.1.4 Question : What’s the command line to build a server host on port 25 in TCP
mode ?

2.1.5 Question : What’s the command line to build a server host on port 53 in UDP
mode 7

2.2 UDP transport

At this time, we are going to analyse a UDP pseudo session. To help you to do the job, we will use
an external host as a echo server. An echo server send back all you will send to it. The IP address of
the echo server is 51.15.158.69.

2.2.1 Question : What is the UDP echo service port number ?

2.2.2 Question : What is the command line to connect to the echo server using UDP?

2.2.3 Question : What is the Wireshark capture filter to only observe such connection
?

2.2.4 Todo : Implement the UDP client and analyse frames
1. Open Wireshark and run an advanced capture using the appropriate filter ;
2. Open a console window an run the client instance ;
3. At the client console, input Hello from client ;
4. Disconnect the client (CTRL+C) ;
5. Close the console window (optional)

6. Stop the capture.

2.2.5 Question : What happens when you input Hello from client and why ?

2.2.6 Question : How many frame can you see before the frame carrying Hello from
client sent by the client?

2.2.7 Question : How many frame can you see after the frame carrying Hello from client
sent back by the server?

2.2.8 Question : How many frame in total can you see in this capture ?
2.2.9 Question : Describe the frames can you see in this capture ?
2.2.10 Question : What is the server port number and why 7

2.2.11 Question : What is the client port number and why 7

2.3 TCP transport

Now, we are going to analyse a TCP session. We will use the same method as for UDP.
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2.3.1
2.3.2
2.3.3

234

Question : What is the T'CP echo service port number ?
Question : What is the command line to connect to the echo server using TCP?

Question : What is the Wireshark capture filter to only observe such connection
o

Todo : Implement the TCP client and analyse frames

1. Open Wireshark and run an advanced capture using the appropriate filter ;

2. Open a console window and run the client instance ;

3. At the client console, input Hello from client ;

4. Disconnect from client (CTRL+C) ;

5. Close the console window (optional)

6. Stop the capture.

2.3.5
2.3.6

2.3.7
2.3.8

2.3.9

Question : What happens when you input Hello from client and why ?

Question : How many frames can you see before the frame carrying Hello from
client sent by the client 7

Question : What happens just after the Hello from client frame sent by the client?

Question : What happens just after the Hello from client frame sent back by the
server?

Question : How many frame can you see after the frame carrying Hello from client
sent back by the server?

2.3.10 Question : How many frame in total can you see in this capture ?

2.3.11
2.3.12

Question : Describe the frames can you see in this capture ?

To do : Enumerate the sequence number of all the client frames

In the detailed descriptions of the frames, look at Seq number in the TCP part. Look at Sequence
Number field as raw and relative format.
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2.3.13 Question : How can you describe this sequence ?

2.3.14 Question : How can you prove there were no lost frames 7
2.3.15 Question : What happens after each client send ?

2.3.16 Question : What happens after each server send 7

2.3.17 Question : What is the server port number and why ?
2.3.18 Question : What is the client port number and why ?

3 Conclusion of this practical work

3.0.1 Question : How can we know which service we want to join on a server ?

3.0.2 Question : How can we know which port a client is going to use to join on a server
?

3.1 About UDP

3.1.1 Question : Is UDP a secure way to transport data ?
3.1.2 Question : What should UDP use for, and why ?
3.2 About TCP

3.2.1 Question : Is TCP a secure way to transport data ?

3.2.2 Question : What should TCP use for, and why ?
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